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Complementary reading

Alntel SGX Explained (ISE)
Victor Costan SriniDevadas
https://eprint.iacr.org/2016/086.pdf
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Security objectives

APrivacy

Alntegrity
A Authenticity
AFreshness

Aldentity

AAvailability

Alice sendsnsgm to Bob.
Only Bob should be able to read m.

Alice sendsnsgsm, ...m, to Bob.
Bob receivesnsgp. Bob can verify gn m, ...m..
Bob has receivethsgsp;, ...p,,. Bob can verify;p m.

Bob wants to know if Alice is really Alice

Does Bob ever see the n messages?



Symmetric cryptography

AENcrypf.,(p) = ciphertext
ADecrypfe,(c) = plaintext

key key
Privacy
_ ciphertext _
plaintext___,| Encrypt NN Decrypt __,plaintext
Cipher Cipher

AShared key (random bits) betweencrypter decrypter
A“ Key” issues: generating a

tru



One-time pad

AGoal:encrypt L bits
Akey=[rand(0, 1) foi= 1 ...L ]

AEncrypie (bit) =bit; key
ADecrypt.,(bit;) =bit; key = YOr

APerfect secrecy
AProblent |key| = L

Basic mixing w/ XOR used by many modern cryptosystems
(symmetric and asymmetric)



Block ciphers (e.g., DES, AES)

original Encrypted using ECB mode  Modes other than ECB result in pseudo-randomness

AENCrypfe,(.), Decrypie,(.) take sbit inputs onetime pads
AEncrypt arbitrary length message? Break ipfitshunks. But how?

Plaintext

| Cial] G || Ciwa] -

Ciphertext
(a) ECB Mode

P=RA G=G

Wheni != |, this is a problem

Plaintext Plaintext
1P Pi P\1 P Pia| -+
- 0 -
.- - | G Giy1l. ..
| B E Ex
Y Y Y Ex Ek Ex
. CJ"—'I c : Ci+1 A A A
Ciphertext e[ i Ctri|  Cthia) -
Ciphertext
(b) CBC Mode
(c) Counter Mode
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Ciphertext travels with auxiliary state

Plaintext

ARecall: need CBC or CTR for randomized encryp %@ ’1" T
AEncryp;ey(p) =C :Q’[r’ Ciphertext} | it Ci Gis1l-.
ADecrypie,(c) = plaintext TET el TEC-

|| Ctri4 Ctr,r FtIr'H s
ACtrsometimes called 1V (initialization vector) Ciphertext

ASend increasing counter: sender must remember cour (¢ counterMode
ASend random IV: must ensure 1V is neveused



Plaintext
e Pig P Bia|---

Block cipher implementation Q*OJJ

Once againapproximations = :

to Onetime pads &
ABreak into rounds e.g.,Fiestelstructure = X0r e [ [
Encryption Decryption Single round encryption: (b) CBC Mode
Plaintext Ciphertext
| aintex | Secret Ke R Rns1 Los1 ]
e Kt ’ o ] Ro | ‘ | Encrypie (plaintext = {b, Ry}):

k. —
Prologue fe- - =%~ - -1

L=R Behavior depends
Ri=1l |F(R key)[— on key, Ris public =
return {L,, attackable in HW

Decrypte (ciphertext = {L, R}):

Key Expansion

| R R=L
state . . lb,b=R IF(Ll’ key)
" Ko return {Lo, R}
| & BF Decrypte(Encrypfe,({Lo, R})
S BTGl [ TR =Decryplo({Rly F(R keyl})
Ciphertext Plaintext = {If) F(l%, key) F(I%, key)’ I%}

={lo R} (2



Cryptographic hashing (e.g., SHA1 - SHA3)

AHash(p) = digest
Ap = arbitrarily long, digest length&gs system property
AOne way: If Hash(p) = digestannot determine p given digest and Hash(.)

AAvalanche:

A“Bob Smith got an A+A (leace8BBULEB®HLEA6 i n S
A“ Bob Smith got an B+A 936i89HIIEREBW i n S

|deally, we would have Random oracle model

Hash(p):
static  Dict
if Dict [in] == null:
Dict [in] = flip 4 fair coins

return DIin]



Message Authentication Codes

key  Privacy +  key
APthenticity/ Freshne%s?

. msg .
plaintext___| Encrypt NN Decrypt |, plaintext
Cipher Cipher || = concatenation
AKeyed hasl\, authenticity MAC =Hash¢iphertext|| key)

msg= {MAC,ciphertext}
w/o key, cannot forge MAC
w/ key, can check MAC againsphertext

AKeyed hash + nonagg freshness MAC =Hash¢iphertext|| key|| i)
Nonce may be random or counter MSg= {MACJ’ ciphertext}



Authenticated encryption

ACombine encryption scheme w/ extra mechanism for integrity

A Dedicated modes (e.g., GCM) for —
creating authentication tags
Encryption 1. Key
e
Hash function
v v

Ciphertext MAC
Encryption then MAC




Protecting memory

APrivacy

ARandomized encryption

Program

o

Store {Ctr, ciphertext} tuples externally

Alntegrity
A Authenticity
Store MAG Citr, ciphertext} tuples externally
AFreshness
ldea: ReuseCitr, as the nonce!

Totally broken.We storeCtr, externally,
Adversary can give us afiMAG Ctr, ciphertex}.

Secure processor

(trusted)

‘ DECRYPT
& VERIFY
& N

write

f ENCRYPT |—>
~— & HASH

read

Untrusted memory

f E

DRAM, Flash,

Disk, Cold storage

\ 4

Fix: store alhoncesinside processor
Problent Too much storage
(~64bits / block of external memory




Integrity trees

AMost common: Merkle tree = freshness w/ O(1)arip storage

Secure processor (trusted)
root= Hash|| f ..., root Check B?
fi=Hash(gll 9 2i:0) fo f,
R o= Hash(Allh ) | G o) o O

Bl - Hash(p ho | Th | [h | [h] [h]h] [h] ]

B | [Bi| [B][B]| [B][B]|[B]||B




Public key cryptography (e.g., RSA, EC, lattice-based)

ATwo keys: private ke¢y priv—keep secret),
public keykey pulb-safe to release publicly)

AEncryption
AEncrypt., ,.{p) = ciphertext
ADecrypt,, ,.(c) = plaintext

Mailbox location is public,
mailbox key is private

ADigital signatures
A Proof thatmsgcomes fromwhoever owns private key correspondinddy pub
A Signe, pi(msg :=
A Hashnsg; signature Encrypt., ,(h)
A return {signaturemsg

A Verify stepDecrypt., . {signature) =? Hasimsg



Public key crypto: RSA (functionality not security)

AFirst instance of public key crypto (circa 1978)

AChoose RSA modulus n

AWe will work in group (Z* *); Z*. ={x < n |gcdX, n) = 1}

AChooseey pub=e randomly, chooskey priv=dstd* e = 1| mod

AEncrypt(m) = ¢ = (f)mod n
ADecrypt(me) = (nf)9mod n
= mil+1Znk)mod n By our definition of d
=m (mod n) By Eul er’s theoren

ACrucial securityissues how t o choose n so t hat



RSA Issues

ARead out decryption key d via
shared resource attacks

function SQUARE_AND _MULTIPLY (i, s,n)
7+ 1
for bit b in s from left to right do
if b =1 then
74 m-z2 mod n
else
7+ 72 mod n
end if
end for
return z

end function

Figure 1: Source code to compute m* mod n.

APadding schemes

AHowto get randomized
encryption? E.g., CBC, Griédes.

Alf e is small, how to guarantee
wrap-around mod n.



Public key equivocation

ARecall .. w/ digital signatures:
AProof thatmsgcomes fromwhoever owns private key correspondingy pub
AProblem:How do you know whéey pubbelongs to?

AKey parties, https://keybase.io/

AWeb of trust:

APersoni postscertificate = {namegtc, key pub}
APerson | signeertificatg viakey_priy
Alf you trust person j, you can now trustrtificate
Many people can sign (endorsggrtificate to improve confidence.




Public key infrastructures (PKls)

AProblem:Trust in web of trust is not black and white
APKI: endorsement = chain of trust back to single key

Root Certificate authority (RCA)

Hardware security

module (HSM) .o, Priveea
e.g., IBM 4758 key:puthCA

Certificate authorities (CAS)

o
==

|

key_prive o key_priva ,
key_puly, o key_pul, ,

Chain of trust:
certificate = {nameeétc, key pub}

certificatg signed withkey_pri, 4
key_pub., ;signed withkey privaca

key pub,-boxed with your machine.



Secure channels

AAsymetriccrypto is slow, symmetric crypto is fast

key  Privacy +  key
A}uthenticity/Freshne{ss

msg

plaintext Encrypt s SN Decrypt |, plaintext

Cipher '\/' Cipher

Want to use symmetric scheme in steady state

Aldea: establistkey (symmetric) viEEncrypt., o.dkey)
ANeed to verifykey pubvia PKI first



Putting it together: Secure Processor Init

Alnitialization: Remote attestation

A Secure boot
A Computing a measurement (cryptographic hash) of software running on secure processor

APKI
A Verifying that the measurement comes from the expected secure processor



Secure boot: Creating the measurement

0 (zero)
TPM MR
Y
SHA-1(| )
sent to TPM
L L OS Kernel
SHA-1( ) !
TPM MR when SHA-1(| |)
boot loader |
: : t tto TPM
SHA1 = cryptographic hash function SHECUTEs | Kernel module
Recall: Hash(p) = digest, onay SHA-1( ) v
TPM MR when SHMI( )
OS kernel sent to TPM
executes v v
SHA-1( )
TPM MR when

Kernel Module executes

Figure: Intel SGX Explained; Vidastanand SriniDevadas l



PKI: Veritying the measurement

Manufacturer
Certificate Authority
.| PubRK PrivRK Manufacturer Root Key !
------- ’-------»---------!----------L-------------------------:
[ Signs
Pom ¥
I
[ Endorsement Tamper-Resistant
: Certificate Hardware
S e TSR .
| | Attestation Key PubAK PrivAK ++ Signs —»{  Altestation
1 SRt R Signature
I
: -~ Hash of -{1 Measurement
I o Secure
: Container R Data
“““ [ Hash of
7 A [ — T——— ' Y- , A
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