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Reflection
Å Common attack technique ïgo lower to avoid detection 

Å Ring 0, -1, -2, etc.

Å For most of the semester, we include the CPU hardware in the TCB

Å What are the risks to this assumption?

Å Types of attacks

Å Detectible?

Å How easy is it to breach this trust?
Å Resources required (time, money, influence)
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Background

1. Chip fabrication is often outsourced ïamortize the cost of process development

2. Exposes a new attack surface
1. Tampering with the device during fabrication
2. Adding/modifying circuits to realize an attack

3. Detection prohibitively expensive
1. Chip decapping/delayering
2. Meticulous SEM imaging of chip surface
3. Destructive!

4. Proposed Defenses 
1. Monitor side channels ςassumes malicious circuits will produce side channel signature 
2. Instrument chip with propagation delay sensors ςassumes attack alters propagation delay
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Abstract/Overview

1. This paper presents three contributions
1. Shows that a fabrication-time attacker can leverage empty space in the chip layout to 

insert malicious hardware circuits
2. Proposes an attack with an analog trigger circuits that is significantly smaller and 

more stealthy than traditional digital triggers
3. Demonstrates this attack on a fabricated OR1200 processor
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First some conceptsé
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Analog vs Digital Circuits
Å Analog Circuits

Å Continuous signal

Å Signal is a fraction of the logic level voltage

Å Typically more energy efficient

Å Fewer signals needed to encode information

Å Leverage device physics to perform mathematical functions

Å Integration, multiplication, summation, etc.

Å Much more sensitive to noise, process variations, and parasitics
Å difficult to fabricate, typically use different fabrication process

Å

Å Digital Circuits
Å Discrete signal values (VDD/GND)

Å Linearity not required

Å More tolerant to process variations and parasitics
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What is a Capacitor?

ÅPassive two terminal device that stores energy in an 
electrostatic field

ÅVoltage across terminals proportional to the charge stored on 
the plates

ÅCan be used as an accumulator/integrator
ÅLeakage
ÅCharge leakage between the plates -> voltage decays 

exponentially with time
ÅTypically avoided (think DRAM cells), but is useful for some 

circuits
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IC Design Process

Similar to PCB design flow
1. Digital design phase

2. Backend Design

ï Graphic Database System II (GDSII) file generated 
(think gerbers)

3. Fabrication

4. Validation
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Chip Fabrication Process
Å Front End of Line (FEOL)

Å Devices ς(PCB analogy: board components)
Å Transistors, capacitors, resistors

Å PCB analogy: board components

ÅBack End of Line (BEOL)
Å Viasand metal layers

Å PCB analogy: traces
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A2 Attack Overview
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Attack Insertion Vector
ÅCan be done anywhere along the chain

ÅAdding in Digital Design Phase?
Å Easiest to implement at schematic level

Å Easily detected by verification checks

Å Tight security of designers machines

ÅBackend?
Å Moderate difficulty but still able to find insertion location

Å Can be discovered by SPICE simulations and LVS checks

Å Tight security of designers machines

ÅFinal choice: Fabrication
Å Requires insider access to GDSII between backend and fabrication

Å Tough to detect
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A2 Attack Components
Å Trigger

Å launch the attack when the switching frequency of a net exceeds some baseline threshold

Å Uses a charge pump and capacitor to monitor switching frequency

Å Multistage triggers supported 

Å Payload
Å Malicious state transition to give the attacker a foothold into the system

Å Lƴ hwмнллΣ ǎŜǘ ǇǊƛǾƛƭŜƎŜ ōƛǘ ǘƻ ΨмΩ
Å Set
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Trigger Circuit Model
ÅTrigger time:
Å After a certain number of toggles of the trigger 

input, output goes high

Å Determined by charge pump circuit

Å Long enough to avoid accidental triggering

ÅRetention time:
Å how long output remains high after input toggling 

has stopped

Å Long enough to make attack useful

Å Short enough to avoid detection

Å Determined by capacitor leakage
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Trigger design: Charge Pump

Å Too sensitive to PVT variations!
Å Requires modeling of trigger input duty cycle
Å Not used in A2

Å Operates on rising edge of trigger input 
Å Insensitive to PVT variations
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Trigger design: Detector
ÅOutput voltage of charge pump must be sensed and buffered

ÅSchmitt trigger  
Å Hysteresis used to extend

both trigger and retention 

time

Long trigger time

Long retention time
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Trigger Circuit

ÅM2 to compensate M1 leakage
Å Prevents false triggering!
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Trigger Simulation
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Multistage Trigger

ÅWe can combine multiple triggers using standard logic gates

ÅEven use mutually exclusive trigger inputs, requiring quick toggling

ÅEvade detection and false triggering
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Payload

ÅPrivilege bit in OR1200

Å0 = User mode

Å1 = Supervisor mode

ÅWhen trigger activates, force 

system into supervisor mode
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Selecting Trigger Inputs

ÅNeed a signal with..
Å Low baseline activity factor (toggles relative infrequently in general use)

Å Activity factor manipulated by unprivileged code

ÅChip fabricator does not have access to the netlist
Å To locate signals, must reverse engineer the schematic from GDSII, then run simulations

Å Or have a co-conspiritor in the chip design phase to leak the schematic
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A2 Implementation and Fabrication
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Target Platform
Å OpenRISC 1200 processor

Å Open source CPU

Å 32-bit OR1K ISA

Å 128B I-cache

Å 128kB memory

Å Harvard architecture

Å Custom scan chain for debugging

Å Chosen for ease of synthesis


